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NOAA/OCIO/Web Operation Center

Unique Project Identifier: NOAA0201 (006-48-02-00-01-3511-00)
Introduction: System Description
Provide a brief description of the information system.

The WOC is a diverse information technology services provider to Line and Staff Offices
within NOAA. The WOC provides a wide range of information technology services and
functions which include high availability, scalability, redundancy, clustering, and high
performance computing to replicate and distribute general information as well as critical
time sensitive life and property information to the general public and meteorology
community.

The services and functions of the information system technology have been broken down
into four (4) core services and functions: WOC Domain Name System Services
(WOCDNSS), WOC Information Sharing Services (WOCISS), WOC Adoptive System
Framework (WOCASF), and WOC Collaboration Services (WOCCS). These services
and functions make up the subsystems within NOAA0201. Each subsystem has a
different FIPS 199 security categorization as described in the NOAA0201 FIPS 199
Security Categorization document.

The WOC systems are physically located at eight (8) NOAA datacenters: (W1: Silver
Spring, Maryland; W2: Ashburn, Virginia; W3: Norman, Oklahoma; W4: Boulder,
Colorado; W5: Ft. Worth, Texas; W6: Seattle, Washington; W7: Asheville, North
Carolina; and W8: Fairmont, West Virginia). As of FY19, the WOC has extended its on
premise system boundary to the Amazon Web Services (AWS) platform. AWS is an on-
demand cloud-computing platform extending the WOC into AWS US-East Region
(Northern Virginia).

Addresses the following elements:

(a) Whether it is a general support system, major application, or other type of system

NOAAO0201 WOC is a General Support System (GSS).

(b) System location

NOAA0201 WOC has information system equipment located in multiple federal datacenters for the

purpose of redundancy and fault tolerance:
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W1 -NOAA0201 — NOAA HQS Silver Spring Metro Center 3 (SSMC3) - Silver Spring, MD
W2 -NOAA0520 — NOAA Enterprise Data Centers (NEDC) - Ashburn VA

W3 -NOAA3090 — NSSL - Norman, OK

W4 - NOAA3400 — BNOC - Boulder, CO

W5 -NOAAS8884 — SRHQ - Fort Worth, TX

W6 - NOAA3100 — PMELLAN - Seattle, WA

W7-NOAAS5009 — NCDC - Asheville, NC

W8 - NOAAO0520 — NESCC - Fairmont, WV

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

NOAAO0201 is not a standalone system and interconnects with the following NOAA information
systems:

NOAAT1101 - Information Technology Center

NOAA3090 - National Severe Storms Laboratory Scientific Computing Facility

NOAAS009 - National Climatic Data Center Local Area Network

NOAA5040 - Comprehensive Large Array-data Stewardship System

NOAAS8860 - Weather and Climate Computing Infrastructure Services (WCCIS)

NOAAZ8868 - Storm Prediction Center

NOAAS8873 - National Data Buoy Center

NOAAZ8884 - SR Fort Worth

Note: There is no sharing of information with any system other tan NOAA1101. The other

connections only utilize the web tools from NOAA0201.

(d) The way the system operates to achieve the purpose(s) identified in Section 4

NOAA0201 WOC provides data-dissemination business processes to distribute scientific and
meteorological data, general information, and critical time sensitive life and property information to
the public and meteorology community. This data is processed by other NOAA information systems
and other federal agencies for use by the federal government and the public.

These purposes are achieved by NOAA0201’s four (4) core services and functions: WOC Domain Name
System Services (WOCDNSS), WOC Information Sharing Services (WOCISS), WOC Adoptive System
Framework (WOCASF), and WOC Collaboration Services (WOCCS). These services and functions make up
the subsystems within NOAA0201. Each subsystem has a different FIPS 199 security categorization as
described in the NOAA0201 FIPS 199 Security Categorization document.

(e) How information in the system is retrieved by the user

Only NOAA personnel (government employees and/or contractors) with valid user accounts and
authentication may access information in the system. Access requires the use of GFE. Remote access
requires the use of VPN.
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(f) How information is transmitted to and from the system

All data is encrypted in transit.

(g) Any information sharing conducted by the system

NOAA0201 WOC provides data-dissemination business processes to distribute scientific and
meteorological data and information gathered from a variety of sources across the globe. This data is
processed by other NOAA information systems and other federal agencies for general use by the
federal government and the public.

In addition to the scientific and meteorological data, NOAA0201 contains PII in the form of
contractor and federal employee contact information (name, phone number(s), email address(es),
user ID) gathered from the employee(s) during the hiring process via phone, email, and in person.
The information is vetted during the hiring and badging processes and used for administrative
purposes only.

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

5 U.S.C. 301; 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR Part
537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999; DAO 210-
110; Executive Order 12564; Public Law 100-71, dated July 11, 1987

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

The FIPS 199 Security Categorization for NOAA0201 WOC is High (CIA =L, H, H)




Template Version Number: 01-2021

Section 1: Status of the Information System
1.1 Indicate whether the information system is a new or existing system.

This is a new information system.

This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System Management f. Commercial Sources i. Alteration in Character
Changes of Data

j.  Other changes that create n































